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Universal Hashing – Efficient Randomized Hashing



Definition 4.51 (Universal Family)
Let H be a set of hash functions from U to R with |R| � m and |U| ≥ m. Assume h ∈ H is
chosen uniformly at random.
Then H is called a universal if

∀x1 , x2 ∈ U : x1 � x2 → Pr
�
h(x1) � h(x2)

� ≤ 1
m
.

H is called strongly universal or pairwise independent if

∀x1 , x2 ∈ U, y1 , y2 ∈ R : x1 � x2 → Pr
�
h(x1) � y1 ∧ h(x2) � y2

� ≤ 1
m2 . �



How good is universal hashing?





Perfect Hashing: Random Sampling







Warmup: A randomized 2SAT algorithm

1 procedure localSearch2SAT(φ, certainty):
2 k = number of variables of φ
3 Choose assignment α ∈ {0, 1}k uniformly at random.
4 for j � 1, . . . , certainty · 2k2

5 if α fulfills φ return “φ satisfiable”
6 Arbitrarily choose a clause C � �1 ∨ �2 that is not satisfied under α.
7 Choose � from {�1 , �2} uniformly at random.
8 α = assignment obtained by negating �.
9 return “φ probably not satisfiable”

Theorem 4.52 (localSearch2SAT is OSE-MC for 2SAT)
Let φ be a 2SAT formula.

1. If φ is unsatisfiable, localSearch2SAT always returns “probably not satisfiable”.
2. If φ is satisfiable, localSearch2SAT returns “satisfiable” with probability at least

1 − 2−certainty.
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